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Smart Meters

Help pack for people who are sensitive to electromagnetic fields

www.stopsmartmeters.com.au
Smart meters Information
Victoria:

The Victorian government mandated power distributers to install smart meters in every home and small business across the state in order to dispense with meter readers, capture electricity consumption by the half-hour, facilitate the introduction of time-of-use pricing, as well as providing a means of remote disconnection and re-connection and, if agreed, future disconnection (when required) of specific consumer appliances.

Power distributors were obligated to use their “best endeavours” to have all accumulation (analogue) and non-communicating interval meters replaced with wireless smart meters by the end of 2013.  There was no legislation mandating customers to accept the installation of a smart meter.
Following the end of the rollout, the Advanced Metering Infrastructure Order in Council, dated 5 August 2014, replaced the obligation for power distributors to use their ‘best endeavours’ to install a smart meter with the requirement that distributors must install a (remotely read) smart meter; however, distributors are not required to comply in the case of account holder refusal until refusal has been withdrawn or access to the meter is otherwise available.
The entire smart meter grid installed in Victoria is WIRELESS.  CitiPower, Powercor, Jemena and United Energy deployed wireless mesh radio networks.  These transmit individual household’s data four to six times per day.  The data is received and passed on by other consumers’ smart meters until it reaches a central collection relay for a particular area.  This means pulsed radiofrequency radiation is constantly being emitted from individual smart meters which are in a mesh network, as they are continually communicating with each other.  

AusNet Services initially committed to a WiMAX network, which transmits four times a day to a tower.  WiMAX wireless signals transmit significantly further than the signals in mesh networks, with distances up to 50 kilometres obtainable in some instances. Subsequently, 3G mobile data communications were added; in normal operation 3G meters transmit for four sessions a day, however, in practice, the meters are transmitting intermittently, perhaps often, throughout the day as well as and not simply just for the four main sessions.  More recently, AusNet Services commenced replacement of WiMAX-enabled meters with the same wireless mesh radio meters deployed by the other Victorian power distributors.
The Victorian government specifically denied the existence of health effects as a result of exposure to smart meter emissions in its response to the 2011 review on smart meters.  This is despite the 2011 classification by the World Health Organization of wireless emissions as being a Class 2B Possible Human Carcinogen.  The Victorian government has made no provision for people that are electro-hypersensitive.  This is of immense concern to people with this disability as, apart from reacting to a meter on their own property, they are likely to be affected by neighbouring meters, relay stations and towers. 

There is an urgent need to raise public awareness of electro-hypersensitivity (EHS).  With increasing exposure to artificial electromagnetic radiation, more people are developing this condition, making this an issue for all Victorians. 

Outside of Victoria:

The Standing Council on Energy Resources (SCER), which has now been replaced by the Council of Australian Governments (COAG) Energy Council, committed to a market-driven (business-led) rollout of smart meters in 2012.  COAG Energy Council members are comprised of energy and resources ministers from the Commonwealth, each state and territory, and New Zealand.
In response to a rule change request from the COAG Energy Council in 2015, the Australian Energy Market Commission made a rule that will "open up competition in metering and facilitate a market-led deployment of advanced meters".  The rule provides for consumers to be able to opt out of having their existing working meter replaced with an advanced (smart) meter; however, this option is not permitted where sample testing indicates the meter may become faulty.  Nevertheless, even in the case where an opt-out is not allowed, the rule provides for customers to receive a non-communicating smart meter, provided they have put in place measures to signify their refusal IN ADVANCE; this measure is essential as customers may not receive notice of a maintenance replacement.  The rule was extended in 2019 to also allow customers with existing smart meters to have the communications disabled.  It should be noted that wireless-enabled smart meters are also deceptively being called 'digital' meters in other states, although the functionality of these meters goes beyond being digital as they are enabled for remote communications.  
The new arrangements commenced on 1 December 2017; excepting in Victoria, where it will not apply until the new rule is implemented as law; and in Western Australia and the Northern Territory, where separate energy frameworks apply.
What you can do:

1. Write letters and emails – see page 5.

2. Record your experiences at https://stopsmartmeters.com.au/share-your-story/
3. Join ANRES (Australian National Register of Environmental Sensitivities) and register your sensitivities on the ANRES register at https://anres.org/
4. Submit a report to ARPANSA's Electromagnetic Radiation Health Complaints Register by downloading and filling in a standard reporting form available at https://www.arpansa.gov.au/research/surveys/electromagnetic-radiation-health-complaints-register 
5. Share this information with as many people as possible.
6. Electro-hypersensitivity:  Who does it affect?

The prospect of a state-wide wireless smart meter grid, casting an additional blanket of electromagnetic pollution over much of Victoria, and subsequently elsewhere in Australia, is a daunting prospect for those people already suffering from electro-hypersensitivity.  3 – 4 % of the population suffer from EHS, with another 35% estimated to be electro-hypersensitive, with moderate symptoms such as an impaired immune system and chronic illness.

Installing a wireless smart meter in every home and small business means that people with EHS will effectively lose their freedom.  People with EHS living in dense neighbourhoods, even if they keep their accumulation or non-communicating interval meter, are likely to be affected by the emissions from other smart meters.  It may not be possible to sufficiently shield a building from the radiation created by the wireless smart meter network.  This means that people with EHS stand to lose their health, jobs and freedom if they remain in areas blanketed by electro-smog.

What’s the answer?
1. Immediately discontinue all transmissions of pulsed radiofrequencies in smart meter networks.

2. Cease the forced roll-out of wireless smart meters and provide people who already have a smart meter with the option of returning at their discretion to an accumulation or non-communicating digital (interval) meter.

3. Connect smart meters to fibre-optic cables to reduce radiation and protect privacy.

4. In the event that wireless smart meter emissions continue, provide free of charge microwave shielding material to all people with EHS.  Sweden already supplies shielding materials for EHS sufferers via government grants.

Resources:

Overview of Smart Meters: 
http://stopsmartmeters.com.au/whats-wrong-smart-meters-in-victoria-information-and-concerns-updated/
http://www.eiwellspring.org/smartmeter/Smart_Meter_overview.htm
Electro-sensitivity evidence, and microwave radiation research available at: http://emfsafetynetwork.org/
http://www.weepinitiative.org/livingwithEHS.html
More information about the issues of health and security of smart meters as well as posters, petitions and other copies of this help pack can be downloaded from www.stopsmartmeters.com.au
How to write letters and emails:

Writing your own letter will have more impact than sending a copy of ours, but if you don’t have much energy we have included a sample letter where you can simply fill in a paragraph with your own experience of EHS; for example, how the new smart meter wireless network has affected you or someone with EHS that you know, or would affect you or someone with EHS that you know.

You can send the same letter to different MPs and government departments.  Please get as many people to write letters as you can. This is the first step to raising awareness and stopping the rollout of smart meters.

Points to Remember:

1. Keep it short and polite; aim for one side of A4 paper or less. 
2. Say why you’re writing – what are you concerned about? 

3. Say how this issue affects you. Remember the reader knows nothing about electro-sensitivity and has never met you, so explain clearly. Make it clear how the smart meter wireless network would affect you and your family or someone you know with electro-sensitivity. Explain how it affects your daily life and impacts your health. If you already have a smart meter and have been suffering health problems, include details. (Where possible include a doctor’s certificate as evidence of your symptoms.)

4. State your argument and solution.  For example, “A fibre-optic network does not emit radiation and would be a safe solution for all vulnerable citizens – including children and people with electro-sensitivity". Or “Please arrange that the smart meter be replaced with an accumulation meter. Precedents have been established for returning to accumulation meters".   
5. Include evidence: “For your convenience there is a clear summary of scientific research at www.stopsmartmeters.com.au and https://ehtrust.org/”

6. Finish by clearly stating your point: Tell the reader that you oppose the installation of wireless smart meters in your home or business because of health concerns. As a practical solution request that the government adopt: “a wired fibre-optic network for smart meters". Or that "Consumers should have the option to have keep their accumulation meters at no extra cost", or "People with electro-sensitivity should be supplied with shielding materials where necessary, as occurs in Sweden”.
7. End with a reason for them to contact you. For example, “I would be grateful if you could let me know if you support me in this urgent matter. I look forward to your early reply”.
Write to:
Victorian addresses

1. Ms Lily D’Ambrosio, Minister for Energy, Environment and Climate Change
Level 16, 8 Nicholson St, East Melbourne, VIC 3002
Email: lily.d’ambrosio@parliament.vic.gov.au
2. The Hon. Jill Hennessy MP, Minister for Health 
Level 22, 50 Lonsdale Street, Melbourne 3000

Email: minister.health@health.vic.gov.au
3. Energy Safe Victoria

PO Box 262, Collins Street West VIC 8007

Ph. (03) 9203 9700

Email: info@esv.vic.gov.au

4. To find out the contact details for your local Member of Parliament and Upper House Members, go to https://www.parliament.vic.gov.au/find_electorate/ then:
a. Type in your address or postcode in the top right hand box and press Enter.
b. Click on your District to get the details for your Legislative Assembly member.
c. Click on your Region to get the details of your five Legislative Council members.

Other States and Territories
Write to the equivalent minister and government department in your area.
Protect Your Health
1. Tell your utility you don’t want a wireless smart meter

Do this now then implied consent cannot be assumed. Tell them that you insist on retaining your accumulation meter at no additional cost. Send the letter by registered post. Keep a copy for your own records. You could adapt template letters in Appendix A.
2.  Put up a ‘No Smart Meter’ sign
See page 14. Place signs on your electric, water and gas meters. You can download more copies free at www.stopsmartmeters.com.au.

3. Defend your accumulation meter!
Unfortunately, utility companies cannot always be trusted to respect your wishes so consider locking up your analogue meter. There are examples of how to do this on the web. The simplest way is to lock the meter box if you have one and cut a window in the box so the meter can be read. Alternatively, you could have a metal bar across the meter. The meter should still be easy to read, but impossible to remove. Remember the meter belongs to the utility provider, but the box it’s in belongs to you; make sure the design doesn’t touch the meter. You should ensure access to the main fuse is still possible so the emergency services can turn off the power supply in an emergency.
If your meter is accessible outside the house, the utility company will fit the meter while you are out, so consider taking the precautions below.  Add a sign to the meter clearly stating you do not give permission for the meter to be changed.  If the utility company or their agents come around to install, ask them to leave - you have a right to a radiation-free home!

Smart meters are not compulsory, so insist on retaining your accumulation meter. Don’t take no for an answer! Victorian state law made it compulsory for the five electricity distributors to “use their best endeavours” to install meters in every household and business by the end of 2013. There is no law that forces the customer to accept the meters.
If you are threatened with electricity disconnection, let the utility company know you will be filing a written complaint with your Energy Minister, your local members of parliament, and if need be, the media (power companies loathe negative media publicity). 

4. If you already have a smart meter

Contact your supplier and demand that it be removed. Document in writing exactly what symptoms you have been having and on exactly which date they started. If you can, get a doctor to write a note for you – see Appendix A. Send a copy to your Energy Minister. The American Academy of Environmental Medicine (AAEM) has also written a position paper entitled American Academy of Environmental Medicine Recommendations Regarding Electromagnetic and Radiofrequency Exposure which requests that patients be accommodated from smart meter emissions. You can access this at: https://www.aaemonline.org/pdf/AAEMEMFmedicalconditions.pdf
Talk to your friends and neighbours – it’s possible that they may have been experiencing similar symptoms and may also be persuaded to take action.
Education

Educate yourself about smart meters and help to educate the people around you. Information can be found at: www.stopsmartmeters.com.au
Encourage those around you to switch off or use their mobile phone less. They can swap cordless phones for landlines or at least change DECT phones to a low-radiation cordless phone which is capable of being configured to only emit radiation when it is in use. Wi-Fi internet can be swapped for broadband cable e.g. fibre optic connection with internal Ethernet wiring. Limit your use or proximity to microwave ovens, baby monitors, ‘energy saver’ compact fluorescent light bulbs etc. Investigate the levels of “dirty electricity” in your home. If you already have a smart meter you can measure the radiation and install shielding equipment to minimise exposure. 
People who already have electrical sensitivity can download an excellent booklet by Susan Parsons called LIVING WITH ELECTROHYPERSENSITIVITY A Survival Guide at: http://www.weepinitiative.org/livingwithEHS.html
An excellent summary of smart meters in relation to electromagnetic sensitivity can be downloaded from: http://www.eiwellspring.org/smartmeter/Smart_Meter_overview.htm
ElectroSensitivity UK, a UK-based charity which was set up to support people who have EHS and to educate the public about the health risks of electromagnetic radiation, publishes a very informative newsletter which can be downloaded from: 

http://www.es-uk.info/newsletters/
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Appendix A – Template Letters
Doctor’s Letter:

This is a letter that electromagnetic sensitive individuals can give to their doctor to sign in order to ask for accommodation from the effects of smart meters. It is particularly useful for people who have already got a smart meter and need it removed. With some slight changes, it could also be used to ask for accommodation from other forms of EMF exposures i.e. Wi-Fi in schools. Patients would need to get heart rate variability testing for proof, unless this line is removed from the letter. Patients will need to get their doctor to sign the letter and then present it to their utility, school etc. and ask for exemption because of medical reasons. Please feel free to make any changes necessary for your situation.
Date: 

Address: 

To whom it may concern, 

My Patient ........................................................................................ suffers from environmental electromagnetic field (EMF) sensitivities, including sensitivities to extremely low frequencies (ELF) and radio frequencies (RF). Exposure to EMF makes my patient quite ill. Heart rate variability testing indicates that it interferes with their heart rhythm in a negative, objectively measurable and reproducible way. 

EMFs can cause a wide variety of health effects to the general public.  For example, the U.S. National Institutes of Health (NIH) found chemical changes in the brain from mobile phone exposure that demonstrates a clear non-thermal effect. http://well.blogs.nytimes.com/2011/02/22/cellphone-use-tied-to-changes-in-brain-activity. 

On Sept. 5, 2011 the International Journal of Neuroscience reported that "EMF hypersensitivity can occur as a bona fide environmentally inducible neurological syndrome." http://www.ncbi.nlm.nih.gov/pubmed/21793784 

Research on radio frequencies cumulative whole body power densities has estimated that smart meters produce 50 times the cumulative whole body exposure as a mobile phone. 
See http://www.ccst.us/projects/smart2/documents/letter8hirsch.pdf
On May 31, 2011 the World Health Organisation (WHO) classified Smart Meter radiation as a Class 2B carcinogen. 
See: http://www.iarc.fr/en/media-centre/pr/2011/pdfs/pr208_E.pdf
The "BioInitiative 2012 Report: A Rationale for Biologically-based Exposure Standards for Low-Intensity Electromagnetic Radiation" can be found at http://www.bioinitiative.org/
This document was written in 2007 by fourteen scientists, public health and public policy experts for the purpose of assessing scientific evidence on health impacts from electromagnetic radiation.
According to this report, it appears the INFORMATION conveyed by electromagnetic radiation (rather than heat) that causes biological changes - some of these biological changes may lead to loss of wellbeing, disease and even death. Here are some of their findings: evidence for cancer (childhood leukaemia and adult cancers), changes in the nervous system and brain function, effect on DNA, effects on stress proteins (heat shock proteins), effects on the immune system and plausible biological mechanisms. 

For hypersensitive individuals, the effects are immediate and intense.  EMF symptoms include: depression anxiety, difficulty concentrating, difficulty finding words, episodic hypertension, eye inflammation, fatigue, forgetfulness, frequent infections, headaches, heart palpitations, hormonal disturbance, impaired balance, irritability, joint and limb pain, learning difficulties, loss of appetite, lymph node swelling, nausea, nerve and soft tissue pain, night sweats, numbness or tingling, restlessness, skin complaints, sleep disturbance, thyroid problems, tinnitus, visual disturbance,  For patients with heart problems, pacemakers or metal implants, a short exposure to strong EMF can be deadly. For infants and small children, whose blood brain barrier is not yet fully formed, exposures can lead to devastating health problems.
The forcible introduction of increased near-field and far-field electromagnetic exposure violates a number of basic human rights including Sections 8, 9, 10, 12, 13, 17, 20 and 21 of Victoria’s Charter of Human Rights and Responsibilities Act 2006 in addition to other significant declarations of human rights to which Australia is a signatory.

Please accommodate the above named patient by changing the meter back to a non-transmitting model (or prevent its installation).
Sincerely,
Date

Power Company Name

Address
To the Managing Director, 

NOTICE OF PROHIBITION FOR SMART METER INSTALLATION
This notice is provided to (insert Power Company Name here) and any persons, entities, employees, associates, corporations, sub-contractors and agents of the fore mentioned (herein referred to as YOUR COMPANY).

YOUR COMPANY is explicitly prohibited and forbidden from entering the property with the intention of installing a smart meter, or altering the existing electricity meter in any way at the following (service) address:

(insert your address in full here)

A letter from YOUR COMPANY dated / / identifies this address with NMI number/s 
________________________________________________________ This property 
is PRIVATE PROPERTY. “No trespass” signs have been erected and are clearly displayed on the property. This fact has been declared on the enclosed affidavit.

No penalty, fee or forfeiture of any kind shall be imposed for the installation or non-installation of a smart meter against this address or its service account(s). 

YOUR COMPANY HELD IN FULL COMMERCIAL LIABILITY 

Such persons, entities or agents who ignore instructions contained in this notice or notices contained on the property will be held in FULL COMMERCIAL LIABILITY and face both civil and criminal charges. 

A copy of this notice will be provided to Minister (insert the name of your Energy Minister).
 I/We are the title holders of this property under FEE SIMPLE.  Any further correspondence must be addressed to: (insert your address in full here). 

If a response to this notice is not received within fourteen days, it shall be fact that you accept and will honour this notice and notices contained on the property, therefore requiring no further action on your behalf.

Sincerely (sign here)_ ______________________ 




(print your name or names here) 

WARNING: Do not under any circumstances attempt to install a smart meter or alter the existing meter at (insert your address here)
Date

Power Company name

Address

Dear CEO

I refer to your letter dated ???? in which you state that you are required to install a smart meter at our premises and that our address has been returned to the program. 
We/I object to having a smart meter installed at ………………..... However we will consider to agree to the installation if you give us a written guarantee to each of the following: 
1. That the smart meter or any of its parts will not explode. 
2. That the smart meter or any of its parts will not catch fire. 
3. That the smart meter will not emit any microwave radiation. 
4. That if any of the above should take place that the smart meter will not be removed until it has been investigated by an independent electrical engineer. 
5. That if any of the above should take place, (power company name) will fully compensate us for any property damage or damage to our health. 
If you attempt to install the smart meter without the above guarantees, which should be forthcoming if they are safe as you claim, you will leave us no alternative but to take legal action to protect our property, health and democratic rights. 

Yours faithfully, ……………………….

Attention: your Power Company and agents and/or assignees thereof:

Re: DEMAND FOR REMOVAL of any wireless Smart Meter at my Residence/Workplace AND RE-INSTALLATION of Accumulation/Wired Meter

Dated: _______________, 201__ your power company Account # on bill_________

Address: ___________________________________________________________

Please accept this as your official notice from this date forward of my absolute demand for the removal of any wireless smart meter installed on my Residence / Workplace AND for the re-installation, at YOUR expense, of a wired, accumulation meter on my home or premises at 

full address _______________________________________________________ 
Take notice that your power company and /or agents and assignees thereof did not have my authorisation, permission or consent to enter my property, business or premises for the purpose of replacing my previous meter with a new wireless smart meter. 
Your action of installing this device on my property or residence is constituted as trespass and a violation of rights afforded to me as a citizen of Australia. 
I refuse your wireless smart meter on the grounds that it has the capability of being a surveillance system, used by you or other parties, which could violate my right to privacy. Also: my fundamental democratic right to protect my health from a possible carcinogen, specifically radiofrequency electromagnetic fields emitted by your wireless smart meter, supersedes any right you have to install a wireless smart meter on my property. 
You only have authorisation to attend at my property for the purpose of reinstalling a non-wireless accumulation meter, and reading it manually. 
Name in full ______________________________________________________________
Address: ______________________________________________________________
Copy (Cc) to your local Member of Parliament and Premier.
All letters in this kit can also be downloaded at www.stopsmartmeters.com.au
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NOTICE
To: Smart Meter Installer

DO NOT INSTALL A

SMART METER

AT THIS PROPERTY
The owner does NOT consent to any electricity supplier sending you here to enter upon this property under any circumstances for the purpose of installing a Smart Meter; also known as a Digital Meter, Advanced Meter or Advanced Digital Meter.
Contact the retailer who has been advised in writing not to install a smart meter to this property.  Any further contact with the property owner must be in writing.
THIS PROPERTY IS OWNED UNDER ‘A GRANT IN FEE SIMPLE TITLE’ AND TRESPASS APPLIES FOR ENTRY WITHOUT INVITATION OR THE EXPRESS WRITTEN PERMISSION FROM THE PROPERTY OWNER.

You will be held accountable to the law of our Australian Constitution Act (1900-01) for trespassing and are liable for damages of $167,000.00: Authority, High Court of Australia, Plenty v Dillon [1991] HCA 5; (1991) 171 CLR 635. 
SIGNED BY PROPERTY OWNER
……………………..............…

DATE
……………………....
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 NOTICE
To: Smart Meter Installer

DO NOT INSTALL A

   SMART METER

AT THIS PROPERTY.

The owner does NOT consent to any electricity supplier sending you here to enter upon this property for the purpose of installing a ‘smart meter’.

Contact the utility who has been advised in writing not to install a smart meter to this property. Any contact with the property owner must be in writing.

We will consider to agree to the installation of a smart meter only on the condition that the CEO of your company gives us a written guarantee to each of the following: 

1. That the smart meter or any of its parts will not explode. 

2. That the smart meter or any of its parts will not catch fire. 

3. That the smart meter will not emit any microwave radiation. 

4. That if any of the above should take place that the smart meter will not be removed until it has been investigated by an independent electrical engineer. 

5. That if any of the above should take place, [power company name] will fully compensate us for any property damage or damage to our health. 

If you attempt to install the smart meter without the above guarantees, which should be forthcoming if they are safe as you claim, you will leave us no alternative but to take legal action to protect our property, health and democratic rights. 
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